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Another approach to look at cyber coverage would be by 
asking how cyber-risk is considered within a traditional 
terrorism insurance policy. Terrorism insurance policies 
are already widespread; nevertheless, an examination of 
the coverage provided for a cyber-event within such 
policies points to significant gaps due to either a lack of a 
clear definition or explicit exclusions of such risks from 
the policy coverage. Cyber-policies usually cover costs 
such as customer-notification expenses, credit 
monitoring, identity-theft monitoring, and privacy and 
security liability; it is unlikely that terrorism insurance 
would cover these types of losses stemming from 
cyberterrorism. However, if a cyber-terrorist attack 
resulted in damages covered under traditional terrorism 
policies, coverage disputes would likely arise, and 
ultimately, under current policy language, these losses 
may be covered. This highlights another area that has yet 
to be tested and is currently an issue of debate (Aguirre 
et al., 2015). 
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5. Enhancing infrastructure resilience  

 
5.1 Infrastructure resilience pathways 
Events in New Orleans, Bangkok and Mumbai 
demonstrate how infrastructure can influence a city’s 
ability to withstand, adapt, and recover quickly when a 
disaster occurs. Infrastructure failure can impact human 
lives, urban assets, and economic activity at a local, 
regional and national scale. In each city infrastructure risk 
management proved inadequate in the face of 
unpredictable and compounding events. 

In order to better manage risk and recover quickly from 
future disasters infrastructure owners and operators must 
move beyond asset-by-asset risk management to build 
resilience within and between infrastructure systems. 
This requires consideration of how infrastructure 
performance might change when a shock or stress event 
occurs.  New approaches are needed that recognise 
fragility, complexity, and interdependencies between 
infrastructure and wider urban systems (see Box 3, p43). 

The diagram overleaf identifies three approaches or 
“pathways” to enhance infrastructure performance 
following a shock or stress event. Building on 
infrastructure performance states described in Figure 4 
(see p17), these pathways seek to prevent failure under 
stressed conditions by adapting and resuming normal 
functions, expedite recovery if failure or total collapse 
occurs, and reflect, learn and grow to transform towards 
new and improved state of performance. Each pathway 
can support the identification of specific strategies to 
enhance infrastructure resilience through planning, 
design and operation. 
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Figure 5: Infrastructure resilience pathways 
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5.2.1 Preventing failure 

 
Figure 6: Preventing failure 

 

Planning and design principles  
 

1. Promote integrated planning 
Planning and design can account for surrounding land 
uses to ensure compatibility, avoid compounding 
environmental risk, and enhance digital and physical 
connectivity with other systems and resources. Integrated 
planning also means promoting cooperation across 
sectors to improve asset management, develop joint 
contingency plans and build resilience on a city scale.  

Relevance to insurance 
Integrating the insurance sector into the planning aspect 
could serve to establish cooperation early to facilitate 
partnerships, as well as introducing risk quantification in 
to the procurement process. Regional and national 
insurance markets hold relevant expertise and are able to 
draw on main company office resources where needed. 
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5.2.2 Expediting recovery 

 
Figure 7: Expediting recovery 

 

Planning and design principles  
 

1. Plan the emergency response  
Understanding how a system will perform (and fail) 
during different disaster scenarios can ensure effective 
plans are in place to respond accordingly, and inform 
advance distribution of resources (such as first 
responders, repair crews and spare parts) to repair and 
reinstate infrastructure quickly.  

Effective response-preparedness will consider 
interdependencies and multiple failure scenarios – for 
example, a storm event that damages power lines might 
also interrupt road access, preventing repair crews from 
accessing damaged infrastructure.   

Relevance to insurance 
Risk modelling of a range of risks in the design phases of 
infrastructure could allow assessment of how assets 
respond to hazards. Without quantification it is difficult to 
assess resilience and how effective action might be taken 
to enhance it. This will have an impact on the length of 
business interruption. Indices that track expected 
recovery time could be incorporated into risk models. 
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3. Design with recovery in mind 
Infrastructure design can enhance the speed and 
efficiency of repair and recovery following a disaster or 
major damage. Key strategies include ensuring critical 
components can be readily accessed for repair, and 
using standardised, non-specialised parts and materials 
across a system which can be quickly replaced from local 
sources.  

Furthermore, ensuring the design doesn’t exceed the 
capacity of local skilled labour to deliver repairs by 
adopting locally-appropriate technologies and up-skilling 
local labourers during the construction process.   

Relevance to insurance 
Pre-agreed plans could be used to speed up the recovery 
efforts. There is an opportunity to offer “build back 
better”, but only if building codes mandate this in 
advance to level the playing field. Catastrophe models 
already take demand surge in to account; pre-agreed 
service costs are a method to control this. 

4. Allow fail “soft” options 
Failure is always a possibility to be considered and 
accounted for. “Fail-soft” design, planning and response 
aims to ensure failure occurs in a selective way, allowing 
the shut-down of non-essential pre-determined functions, 
while maintaining the primary function at reduced 
capacity. 

Relevance to insurance 
Supply-chain modelling is an area that requires further 
research to establish what primary functions require 
enhanced resilience, and to establish what this may look 
like.  Any planned failure options should be shared so the 
risk can be established and taken in to account. 

Operations principles 

5. Promote inter-agency coordination 
Integration and alignment between city systems 
promotes consistency in decision-making.  Case studies 
from around the world demonstrate how better 
communication, coordination, and pooling of finances 
and resources between sectors (public and private) and 
across institutional and regional boundaries can 
significantly improve the efficiency and effectiveness of 
response, and reduce the burden of risk by spreading it 
across multiple stakeholders.  

Relevance to insurance 
Scenarios are a tool for exploring risks. Working with 
cross-sector experts to explore potential futures in 
extreme but plausible ways can challenge thinking and 
improve understanding of risk.  Insurers have a role in 
these discussions. 

6. Map critical resources 
Good resource mapping – both before an event and 
during recovery – can save lives, money and limit further 
damage. This means making sure that crucial, basic 
information (such as the location of critical assets and 
spare parts) is readily available, ensuring information is 
backed up and can be readily accessed by responders. 

Relevance to insurance 
If the level of critical resources can be converted into a 
metric, this can be tracked and used in risk quantification.  

7. Create independent recovery systems 
Given the complex nature of infrastructure 
interdependencies and in the event of cascading failure, 
recovery can be initiated or enhanced if essential 
recovery systems contain some level of independence. 
These are also referred to as “skeleton systems”, which 
avoid dependency on advanced technologies. For 
example, many police forces have battery-operated short 
wave radios and wind-up walkie-talkie systems on hand 
for scenarios where both power and communications 
networks fail.   

Relevance to insurance 
If the level of independence of systems can be indexed, a 
view of the system fragility can be used in risk modelling. 
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5.2.3 Transforming performance 

 
Figure 8: Transforming performance 

 

Planning, design and operation  

1. Build in flexibility 
Flexibility in design and operation implies that the 
systems can change, evolve and adapt in response to 
changing circumstances. This may favour decentralised 
and modular approaches to infrastructure. These largely 
unpredictable forces – including new knowledge and 
technology – can drive gradual or sudden change in our 
demand for infrastructure, and the functions and products 
they provide.  

 

Relevance to insurance 
Engineering research and network studies could help to 
identify the gaps between current standards for 
resilience, and the standards required under increasingly 
connected risks.  Insurers’ risk models could be used to 
make the business case for flexibility by conducting “what 
if” scenarios.  
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2. Reflect on the past, plan for the future 
On a day-to-day basis, adapting and improving requires 
having systems in place to monitor performance and 
implementing continual improvement. In addition to 
monitoring past performance, foresight initiatives such as 
scenario planning can help to anticipate and address 
weaknesses before they affect performance. 

In the event of infrastructure system collapse, the natural 
reaction is often to seek a return to business-as-usual as 
quickly as possible. Achieving true resilience requires a 
shift in thinking to embrace change and harness recovery 
processes as an opportunity to build back better.  

Relevance to insurance 
Claims experts from insurers could be part of such 
“lesson learning” exercises, as they can assimilate and 
share information from multiple claims. A possible 
development could be the emergence of a “resilience 
service”, which could draw on aspects of facilities 
management, crisis management, disaster recovery, 
‘build and operate’ contracts, and insurance. 

3. Consult widely 
Understanding stakeholder needs and expectations can 
help to ensure infrastructure systems continue to adapt 
and grow. This includes consideration of stakeholder 
needs and demands outside of “normal” operations. For 
example, ensuring emergency services and first 
responders are consulted in transport network design can 
enhance the network’s functionality in disaster 
evacuation. 

Relevance to insurance 
Insurance should be involved in such consultations.  

4. Drive a culture of safety 
Land-use planning and design codes and standards are 
often cited as a universal remedy for risk. However, 
focusing on these measures alone can remove emphasis 
from the complexity and compounding nature of threats 
in urban environments. Risk management is only 
effective if it forms part of a culture of safety that includes 
education, community awareness, and enforcement of 
codes and standards. 

Relevance to insurance 
The challenge remains in making change happen at 
scale – ultimately insurers are competing entities and 
coverage levels may differ in the approaches taken, so 
there is real importance in making collaboration happen 
in the precompetitive space. One way to do this could be 
to work with a city to develop a proof of concept 
framework that could be tested with the goal of applying 
the framework at a replicable, worldwide scale.  Insurers’ 
risk models can be part of the education process. 

5. Develop incentives 
While the benefits of reducing asset-scale risk can often 
be accounted for, managing compounding risk and 
building system-level resilience can be more difficult to 
justify, particularly where any different owners exist, 
where benefits are indirect, and where benefits are 
distributed unevenly across the system or weighted 
outside of the system (for example, benefit to community 
health or property prices). Truly building resilience for all 
stakeholders means finding new ways to bridge silos 
within and between government, private sector and the 
community to measure and account for the benefits of 
resilience (direct and indirect), and to incentivise 
resilience-building activities. 

Relevance to insurance 
One way for the insurance industry to incentivise 
policyholders to take risk mitigation measures, is through 
risk-based premiums. This will only be possible if the 
level of resilience is captured in readily consumable 
indices. Insurance companies can also communicate to 
customers the advantages of retrofits in hazard-prone 
areas and consider offering inspections and retrofit 
recommendations.  

6. Reduce demand  
Asset-owners and operators have a role to play in 
building system resilience by managing demand – often 
by promoting behavioural change and improving 
resource efficiency – rather than simply building more 
infrastructure. For example, after severe droughts in 
2006 the state of Victoria in Australia significantly 
reduced long-term strain on its water resources through 
industrial and residential awareness, conservation 
programs, restrictions and new legislation to support 
more effective price-setting (Low et al., 2015). 

Relevance to insurance 
Insurance risk models can highlight the view of risk in a 
region, but only if national risk assessments and plans 
are made available by governments to provide the 
current understanding in a timeframe that is useable and 
useful to society. 
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Box 4: Constraints to implementation  

While the principles outlined in this chapter reflect the key to future infrastructure resilience, their effective application 
has challenges grounded in often political, financial and behavioural realities.  

Both general and sector-specific principles highlight the importance of effective infrastructure emergency planning 
and the creation of a culture of safety. Implementing these ideas can be expensive, and may not be perceived as 
important in developing countries as promoting economic growth and development gains. In locations with moderate 
or low-frequency hazard profiles, complacency towards efforts can be greater (Da Silva et al., 2016) and this 
compounds the challenges of expensive planning. Emergency planning approaches that prioritise protection or 
support of certain infrastructure systems in an emergency scenario may also be controversial and difficult to 
negotiate, as demonstrated in the Bangkok case study around transport.  

Improving resilience often requires significant capacity and resources beyond business-as-usual, for example 
innovative urban design or up-to-date quality infrastructure maintenance. Many cities will face challenges to 
effectively mobilise additional finance, and source appropriate local skills and knowledge.  

Where most national and city governments serve relatively short terms of 3-5 years, the political cycle can be 
disruptive to long-term cohesive planning and robust, sustainable infrastructure. Without committed and engaged 
political and/or wider multi-stakeholder collaboration, the effective implementation of long-term strategic planning is 
difficult. 

Inclusive approaches require overcoming structural barriers presented by departmental and fragmented 
management practices.  For example, inclusive service access requires many different parties involved in delivery 
and operation of infrastructure, each with varying interests and objectives. Developing inclusive infrastructure 
systems requires strong leadership, effective infrastructure planning, strong sector regulation and enabling finance. 
Related to leadership is the need for effective multi-stakeholder communication and collaboration, including between 
regional and national parties, and across systems such as water bodies or energy networks that are transboundary 
in nature, potentially posing wider political challenges. 

Reducing demand, effective land use and infrastructure planning are crucial across all sectors. Rapid urbanisation 
and urban sprawl pose significant challenges to these objectives, and emphasise the need for effective urban and 
regional planning and innovative technological and planning solutions. 

Whilst sector diversification reduces the likelihood of complete system failure, this approach can lead to greater 
difficulties in addressing technical and institutional problems, as issues are spread across multiple locations and 
stakeholders.  

Ensuring an appropriate level of infrastructure redundancy can come at the expense of efficiency and an appropriate 
balance needs to be found, particularly within energy and water systems. 

Smart technology can contribute to the resilience of all infrastructure sectors identified in this report. Whilst this 
technology might enhance awareness, control and efficiency of system operation, it also creates additional 
dependency on ICT infrastructure. Furthermore, without appropriate supporting programming, transition to 
technology-based systems needs to be delivered in a way that is inclusive, providing proper skills and training, and 
avoiding access constraints for those that cannot afford technology. 

The challenges outlined above are not insurmountable. Actively seeking to identify and acknowledge constraints 
enables more effective planning, education and the identification of appropriate actions. Over the past 50 years cities 
have witnessed dramatic and successful changes in the way that infrastructure is delivered, with significant 
improvement to quality reliability, safety and continuity through technological advance, effective planning and 
learning. As with other complex challenges, building in the ability to learn and adapt as quickly as possible is key to 
finding the right balance for each context.  Many of the principles outlined in this research are already actively 
promoted and implemented as “best practice” by planners, designers, and asset owners and operators across the 
world. Continued innovation, reflection and collaboration across sectors and industries are critical to address 
constraints in support of more resilient, inclusive, prosperous cities. 
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6. Recommendations for enhancing city 
infrastructure resilience: implications for 
the insurance industry 

 
To facilitate the pathways for infrastructure resilience identified in this report, there are a number of areas where Lloyd’s 
believes the insurance industry can work in partnership with other stakeholders.  Local insurance markets will have an 
important role to play in starting meaningful dialogue with governments, businesses, and asset owners, and to take 
these infrastructure pathways forwards in their own city perspectives. 

1. Shared understanding 
There is a need to understand how all the 
components and stakeholders of cities interact, and 
what the key areas and concerns are for each 
stakeholder. The role of education and shared 
understanding is fundamental to facilitating action 
and incentivising change.  

Crisis management and disaster response are significant 
parts of what the Lloyd’s market specialises in, but with 
most of the world being either uninsured or underinsured 
there are too many disasters where the (re)insurance 
industry suffers little loss and does not play a significant 
part in the rebuilding (Lloyd’s, 2015c). For the insurance 
industry, there remains an education challenge.  

Public and policymaker understanding of risk is critical, 
and governments, insurers and other stakeholders 
should work together to ensure there is a greater 
understanding of the role of all parties in the economic 
and social consequences of poor risk management, and 
to allow the development of appropriate solutions.  

One way to do this could be to work with a city to develop 
a proof-of-concept framework that could be tested with 
the goal of applying the framework at a replicable, 
worldwide scale. This concept is described in “Next 
steps” (see p58), in this section. 

2. Data for decisions 
Improved data collection, hazard mapping and other 
tools to manage and quantify increasing catastrophe 
risks in our underwriting processes will allow more 
accurate risk based pricing. Additional data 
collection, tools and research are important to 
identify future trends and anticipate future risks, as 
well as to better understand current risks, and the 
insurance sector is not alone in this.   

Over the past five years the world has reached a point 
where some aspirations of resilience could be met by 
fully embracing the technology of today. There has been 
an exponential increase in data availability. In 1906 
airships were used to survey damage from the San 
Francisco earthquake to be studied by people to make 
damage assessments (Taylor, 2016). 

Today, satellites can capture imagery in a variety of 
image bands to derive various datasets (Bulter, 2013), 
which can then be processed by automatic classification 
software to detect access roads, damage patterns and 
the extent of the damage (Jean et al., 2016; International 
Disasters Charter, 2017; Satellite Applications Catapult, 
2012).  

This technological capability has the potential to be 
pushed forwards again with the rise of the “Internet of 
Things”b (Meola, 2016). By using new sources of data, 
insurers may be able to alert clients of potential losses 
before they occur, assess damage in real time, speed up 
the claims process and prevent false claims, reduce 

 
b A network of internet-connected objects able to collect and exchange 
data using embedded sensors (Meola, 2016).  
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Foundations and other parts of building envelopes can 
typically be in place for 50 years or more (Vaughan and 
Turner, 2013)  – what meets current building and design 
codes of today may not meet future requirements to 
prevent infrastructure system failure.  

Even if the impact of future catastrophes were known 
with certainty, it would not necessarily be understood 
exactly how the standards would need to be adjusted to 
reflect new levels of stress and resilience. Engineering 
research and network studies could help to identify the 
gaps between current standards for resilience, and the 
standards required under increasingly connected, human 
driven risks.   

When stakeholders can rely on common sets of codes for 
planning, design, construction, and modelling, it is easier 
to assess and track appropriate metrics to understand 
critical infrastructure.  Common building codes that 
should be applicable after a disaster strikes can 
encourage a “build back better” system but, at the same 
time, provide a level playing field for insurers.  If this is 
only offered as an option within policies it can lead to low 
take up since premium rates are often higher, as a 
consequence of the costs of delivering increased 
resilience. 

7. Incentivising investment 
Finding ways to finance or support investment is a key 
challenge that often comes back to what information is 
available, and the way that knowledge is presented and 
used.  

The ability to rate the resilience of assets would also be 
of use on the investment side, and resilience ratings 
could enable investors to integrate resilience 
considerations into all aspects of their portfolio-
management activities. For example, if credit-rating 
agencies start to look at resilience as a measure of 
performance and factor this in to their assessments, this 
could provide an incentive to take action.  

Underwriters can integrate indices and metrics into their 
assessment of risk. Ensuring that information is in a 
useful and usable format will be the key to effective 
adoption in the risk-assessment process.  

This is an area that has received increasing attention 
from financial regulators in the past 18 months with 
initiatives such as the Financial Stability Board Taskforce 
on Climate-related Disclosure (FSB-TCFD). The group is 
working towards developing voluntary, consistent 
climate-related financial risk disclosures for use by 
companies. This information would provide information to 
investors, lenders, insurers, and other stakeholders to aid 
their decision-making processes by classifying risks (Sitt, 
2016).  

There is also a  need to improve the risk/return profile of 
investment in green growth in this space, which can 
include adaptation (Climate Business Group, 2012). By 
focusing on reducing and managing the risk side of 
investment, this could facilitate the deployment of other 
forms of capital at the scale needed for growth.  

The challenge of getting investors to commit funds has 
been recognised at the highest level by the G20 Green 
Finance Study Group. The group is working with the 
private sector and centres of excellence to develop a 
forum on environmental and financial risk, to facilitate 
knowledge on risk analysis and management within the 
financial sector (Cambridge Institute for Sustainability 
Leadership, 2016). 

This is a complicated area that requires further research 
and dialogue as there is the potential for short-term moral 
and ethical questions for those with poor resilience 
ratings if they become unattractive risks. Yet this process 
could also help cities in the long-term to understand and 
communicate their risk and resilience strategies to 
stakeholders.  

8. Incentivising resilience 
It is in the interest of policyholders and governments to 
implement risk-mitigation measures, thereby potentially 
reducing both the damage from natural catastrophes and 
the cost of insurance.  

One way the insurance industry incentivises 
policyholders to introduce risk-mitigation measures where 
local regulation prevails, is through risk-based premiums 
for implementing appropriate mitigating actions (Lloyd’s 
2011).  

Another method is for insurers to give policyholders the 
option to share a greater proportion of the risk through 
offering policies with higher deductibles. Other things 
equal this reduces the costs of insurance but leaves the 
policyholder exposed to more risk, as such they may they 
are incentivised to take action to reduce their residual 
risks.  

By offering risk-based premiums to asset owners or 
managers who have mitigated risk, the premiums would 
tend to be lower than average, other things being equal. 
In some cases this could even be made a condition for 
insurance.  

Another option is for policyholders to share a greater 
proportion of the risk through choosing policies with 
higher deductibles. This provides a financial incentive for 
policyholder to implement cost-effective risk-mitigation 
measures in order to keep losses as low as possible 
below the full deductible amount. The incentive is also 
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provided in part through savings in insurance premiums 
in return for them bearing more of the risk.  

It is important to note that not every loss is recoverable 
under an insurance policy or may be a loss inside the 
deductibles. As such, individuals and businesses may 
experience resilience benefits if city policymakers and 
Administrators take action to enhance their resilience to 
events. 

Offer resilience services 
Consistent with the ClimateWise “Investing for 
Resilience” report, insurers could offer “resilience 
services”, which could include aspects of facilities 
management, disaster recovery, “build and operate” 
contracts, and insurance (CISL 2016). This could include 
upgrading the property covered by the service to improve 
its resilience, carrying out regular maintenance, recovery 
and repairs, and providing financial compensation in the 
event of a disaster.  

This point was raised in a recent ClimateWise report 
(CISL 2016), raising a key innovation and development 
area for those working in the resilience space. The 
foundations of resilience service provision can be seen in 
the risk-management advice and assistance already 
provided by many insurers and brokers.  

Resilience services could potentially be attractive to small 
and medium enterprises (SMEs) and larger corporates 
alike, who are accustomed to outsourcing parts of their 
operations. It could also be of interest to governments to 
help illustrate the value of insurance and how it can be 
integrated into government finance budgets as a value 
delivery aspect.  

Providers of resilience services could also be incentivised 
to improve the resilience of the broader environment 
surrounding a property. These providers might be 
insurers, or might include other service providers. In this 
instance, risk transfer becomes one part of the overall 
service for risk that cannot be managed through other 
means. 
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A single demonstrator city could be chosen to explore 
this framework so a template approach can be applied to 
cities around the world. This kind of scenario approach 
could also be adopted and expanded to cover other 
pathway responses.  All parties – government, private 
sector, communities, etc – should be involved to see 
what is possible under each pathway, and through the 
process of building common understanding and building 
relationships in advance identify what would help during 
of the first critical hours of disaster response.  

This common understanding could also enhance the 
development and value of coupled modelsd to 
understand the flow of impacts and reactions, such as 
what and where the costs are for cities, and how systems 
respond to changes, to test the impacts and effects. This 
could facilitate better pricing for investors and more 
informed decisions by policymakers, and ensure a 
smoother journey to a more resilient future.

 
d State-of-the-art computer simulations of past, present, and future 
states. 
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8. Overall conclusions 

 
Enhancing resilience at a city and 
global scale will require action at 
many levels to move from reacting 
after disaster strikes, to create a 
world where failure to plan in 
advance is unacceptable.  
This study brings together a clear picture of how 
infrastructure resilience can be practically addressed with 
a set of innovative principles for planning, design, and 
operation. Many of the resilience principles identified in 
this research are already actively promoted and 
implemented as “best practice” by planners, designers, 
and asset owners and operators across the world.  

Truly building resilience for all stakeholders means 
finding new ways to bridge silos within and between 
government, the private sector and communities to 
measure and account for the benefits of resilience (direct 
and indirect), and to incentivise resilience-building 
activities.  

Lloyd’s and Arup hope this study can stimulate that 
discussion and, where appropriate, prompt innovation 
among insurers, governments and city stakeholders to 
help improve resilience, mitigate risk and protect 
infrastructure.
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